F50% Ha B o X @ K F F R Vol.50 No. 4
2016 4F 4 H JOURNAL OF XI” AN JIAOTONG UNIVERSITY Apr. 2016

DOI. 10.7652/xjtuxb201604004

— MR H =R B [E] 3 2 UL
Il 38 e I i BB S = 7T 0

AR, L, afik?
(1. Pe 2 @R KBS B 56 TR, 710055, Fi%: 2. P2 @SR K B2 BE, 710055, F§9E)

BE. A =T ¢ PREENMRAILEZIHERRE, —~LEZEAF@THEN . SHFEZHRGEEL LR
Pk R AL P Fe BAS B TR A MBE L EHERDOF A RBET —HEATHER
) B B2 AN 38 38 Sk R E & k. o R A AT B BE R AL 38 i s kAR AR e Rl B A
RaBBESLBRERIHTHERZEMES AR FE LGRS SR PG EEMNS
BHERMBIATT WA ESCET RN, EREREAN AR ZF Er= 0 PF#HATRMEZFH
8 R ABMLE A 58.42%0.36.47% . 46. 96 N e M L R A S M L BMMF R BIET Z 7 =8 T
AT, B RGEAFRTMBESLERMIEF ASRET KRB EERY ATKRE PR IR
FABL ] 69 ] 38 8 S E AR Ao BT AT S R T AR,

KW . MaddE S F R RN Z AR R EE S

FESES. TP301.4 XEIREL: A XEHS. 0253-987X(2016)04-0021-07

A Measurement Method of Side-Channel-Attacks Threat for
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Abstract: A cloud model-based method for measuring the side-channel-attacks threat of the co-
residency virtual machines is proposed to solve the potential threat problem of the side-channel-
attacks, which is caused by the fact that some malicious users stealthily obtain other users’
private information through detecting and analyzing the physical resources shared among the co-
residency virtual machines in the cloud platform. Based on the analysis of the side-channel-attacks
features, the method makes a comprehensive evaluation for users’ potential threat from side-
channel-attacks by using the cloud model, which has great advantages in the uncertainty
conversion of multi-attribute decision making and the evaluation of fuzziness and randomness.
Experimental results show that the maximum similarities 58. 42%, 36.47% and 46. 96% of the
cloud users in the evaluation of the proposed method comply with the assumed threat level,
proving the feasibility of the method. The method comprehensively considers the indexes of the

side-channel-attacks threat, takes full advantage of the cloud model in metrics, and provides an
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important basis for the research and application of the side-channel-attacks threat detection and

defense for co-residency virtual machines in cloud environment.

Keywords: side-channel-attacks; co-residency virtual machines; cloud model; threat metrics

method

P Qe ol LI P I S W K o N N | 5 SR SR - S
KBS = PR B IR AR T SRAE 55 R IR 55 Ah
i B A P A5 R L AN TR P P A R L B AR T BE s
Bl S A ] 9 W B Y AR P R
I 73 i S 22 ) B U505 B Y O 2XOR Gh E h 3R IO
b P A G AF B 2 25 355 b [ 5 f AL
(virtual machine, VM) [H] i F& 2 14 52 28 4, H P
14 ] #0030 555 1 5L Tt 88 DA T A2 3 5 1 2 7 Cside-
hannel-attacks,SCA) i g il . SCA Bl 8% & =
T B IR L PR

H AT X T 22 5 eb O e 1 25k /9 17 4 32 2
LR 5 THT HEAT < — 7 T o 0] 30 T A S e PR B
W IR  n AR YE I SCA Trds i M B 2 %5, 18 i
T2 N S8 S A B SO B G e g U R AT R
w4y 2 ok 3k ) BEL U 3 3 s v Y R T X
KB RE—ERE LW R G I8, i H B 92 bR
INGEA — 3 B PROXE 5 55— J7 T80 ) o X S 6 A7 R AT
R 3 5 W R L BILAT Ay o X 0 3 3 % i A
AT PN L I FR G b T BE A TE A 0 3 1 ik e
o DACTITT 9 /0 05 3 8 < 19 e 35 S TP it — S A
X2 A I 2 PR AR AR T 33X 4 A T 9k i A S U £
10 FELRF 0T Sfe 10k AN 8 42 T

M1 T = A5 B 7R AN P 4 B A R A AR
e, BEAR O B2 b O BE PPk o AR b A 18 A A 1
PETHPPAk 28 SR T A5 BE L PRI AR SO = R 05 R 5
JE AP BILAN 388 0 i ) — SE R AR N s AR B AR O 1
Bl B BE B 5 T R AR S A DR T — b
BT o ALY i () B R DL RLAM) 3 0 it el B T i
(side-channel-attacks threat metrics in co-residency
VM based on cloud model) , % J 3 Xt 6 U F1 B 48
25 FRE v 00 3 0 A AT A I A i S g U B
AEENZEME

1 A 5 ) 38 3 ok

1.1 =R
ZBRINE M AR E L 0 BT TR

— EE B 5 AL R R AR S A O e A A

B WA B SR A 3R AL T A AR VAN B T
2 S U RSB R s 18 B H U

http: / www. jdxb. cn  http: //zkxb. xjtu. edu. cn

={x},SHEU =M EMEEME. HERHE €U,
JEH x REMERES S B —KBENLIE B, 2 XF S fy sk
JREES, (o) € [0, 1 & A FasE i 1] i B L. S, . U—~
[0,1].Vx€U,a—>S, (), M x FEEIM U= {2} |
3 A FRAE = (Cloud) s il S (), Horp — 4 (s
S, () B AE—> =i (Cloud Droplet)

“H =T E XL NP (E G E,  HO Rom & 1
BOFRE Horh ELE, H. 53 5188 b = B9 2 (Ex-
pect value) . (Entropy) Fl#8 4 ( Hyper entropy)
E, AR S B91F B O a8 VE R e P & e HAR R
FEf £ E, Fem i HERE A 0 RORLEE A KR
JEE R ROt A K. Ho S A 2 AN A
ARAZA Y B R e T S (B A AR A H 30 0 B
PUE B 75 T BRI 55 BE DL Y G5

AR U hiE R EN TR « X EET S
S WRBHESEAKELE, —3E, . E, +3E, ]2, 1
HYKAELE, —3E,  E,+3E, 12 4My & 2 2 % /M
R A F T 2 R
1.2 M@ERE

Foe B 0 3 T8 s M R S i Kocher 42
8y o 03 T A i Y S ek A R S AR U L G AR S L T
#6455 J7 2 %t RE AR R 00 Bl DL K SR N
FEAN CPU f R JH R 5545 25 2 A8 N B4 BEHL o
iz AR AE B 8] B AH SC I 20k R AT BB o0 BT BRl
AR G FESE OB A5 2, DA S Hh T AT Y
Jr %, SCA LIMIRAC s 280310 25 B, 8 DL i A 1 52
REFE 0 Wt | 22 43 T #6 43 A B ik L B v A it
AL S {3 T o Ok R R X Y R B ML IR B
T I A S L . AR P s B R
A 00388 3 BBk I 3 e R A R GE AT i VML S 4]
BN Yd Hx VM FTAE 89 4 SRAL , 53 87 BT 76 9 SR AL
(190 28 BA A1 L CPU G2 £ K H Al 22 o 25 S RS AE B
ARICALFH P AR (S B .

=B R P R A8 S 00 3 0 B A
KMz —EHESBGE B VM [3E. 76 Ama-
zon ] EC2 1, Ristenpart 538 i 0F 58 A W, 2 =
FABARARAN BERE L B 402019 VM W] 3 3, I i )
Hby 3 2ok W] 5 04 P BRAIL s BCH AR P LA % AR
B0, Alabdulhafez 45 ) Ji P9 & (1 852 51 25 7 k1




%Al

TRRIR S 55 o — R T 2 5 20 % ) 5 Rl ARUAL 00 18 5 ot p 2 Ty i 23

R W et VMRS 2 5 w86 % VM AR [R] 1
YL b g W R 0 38 1 B A 800 R 3
HE SLAIL 1 O S SO A SO 481 dn Al 5 55 B R K
fif 2% % 40 R HT VMware k95 04 98 £ QA5 B — 284 JF
¥ 5% 19 CVE (common vulnerabilities and expo-
sure) P il 55 . H/IREELBFN B RE G &
SLHS -5 R CPU cache 938 18 0l 9847 T K
S e IR R S it [) 5 R UL AL e 2
fR A 5 B P A A R VM B AR
R FR A R 4 3 A R Sl 3 S e
S IEAT IR S AG I [a] isf Ay R AR 8 i JRUAS o 25 7E ) 3 7%
D58 5 R AR VML, 7E R AL b BE /AR A
WX SCA AT R Hr A5 1 7 Fhnl 8 & A= il
T8 Yk U Y FE R
2 T BB [R5 R AL 8 1

Bk Jgl W 7 s

(i) 5 o SDLAL 0 3 0 A < o B o — o 22 R
TR 1) 8 T 2 A B ] L AR i A AR Sk ) A5 R 2 A
BEMLYE , BEAR 47 4 XF 22 J@ VP70 (1) 7 1 5 0 YR AT
A AL AR A VTN BE R 25 B el FNY L AR SCHE
347 [ 35 K APLBIL A0 388 0 2 o 8 AR Rl B R A
RU R R Bt 1 — Fh B T = LAY 0 [ 3 R 4
BU3E T Tk B e vk . ROT IR EE S NI B
S N3 T8 A ol R 4 4% AR AR R ] s Y Y B
HOTEXN &R AT R

BE T 2 WY 1Y [) B g AU RIL A 30 0 At
L EARRBRME 1 PR,

4 52 P R s 5 P B SR AR I
SRR b &
f —
7 3 20 R 388 K i B
R E 5 060 S
ikl S 28 3 1< [
+ T
45 SR E AR E R g R
&, e 7 B LI A
B 2 5 8 B M AR S
]
i
S 97 JH 600407 252 50 B0 . o
LR B K 1 2 R
WA g h RS R

P T 2R iy ] B R 400 HL 0 i 3
ot E ity i O
2.1 WENBERHEDEERIRE
ff 5 3 A Xk G D[R] B R UL AL 00 3 36 2 ol

http: / www. jdxb. cn  http: //zkxb. xjtu. edu. cn

M. R AIEARE R Sus H Su={Su S+ S »
St »Sus s Suas » Suar 1 - WAL 2 FE7R , BEAL B BE 1 38 A5 R
FHSCERLL7 v 2 1 7 4> 03 3 o 98 b o P AR
SR PP A PR B0 X P A 48 B 0 AT

[ mEE SRR |

| I I I I I ]
S, td1 sz S, td3 S, td4 S, td5 S, td6 S, td7
g (| o || mm || ow || el e | o®
oo B || ALE || B AL || B || B
Bl AL || mEE || AL || ceE || AL || AL
Wl 2 || aEe|| B || s w ||
H || % || mw|| & || mE||ceul|| m
(7 ||we|| & || 0B A | 7
B R ||ox|| #® || Ex]|| B || &
|| m || x|l = || B

% || k¥ %

P2 e T8 e R B AR AR

B 5 45 B k46 AR 1A R < 1 P AR AR A 4R
h W EFR S X W F HAHRACE W, B2 W,
FW, AW, AW, +W,+W,+W,=1,
2.2 RAZEKENEESEMNEERETEEAEE

R SN0 388 0 Tl B R P A T AR
POFH M — e E B, 0 V. o V={V,
B AR, Vo B Vs B AR, Ve B L Vs
S Vs B RV B . s AR
ME WA, VR B G ] g [0, 1], 38 2 X [] 3] 43
J B VT A A5 G0, 42 2 00 3 T8 5 R B A 4
s f Al B3O 2R AT DX T e g
2.2.1 AR ANEHE S E R I F R &
EEE R B 2R e R e AR T )
SRR, RS — R RN [P
P ) s R LR G PR AR A BB, H =2
Y FH DX 3880k 1 Sl AU 24 3 X35 1 2 5 DT 30 L 2R 7R
FEGIFENEEE RS, E—EBERNES

E, = (Pt Pun)/2 (D
En - (Pmaxipmin)/6 (2)
H.=K (3

A K R B B T B AR B A By A R A R Ok H
PRUB IR R . XF T 5 0 29 3 AT S AR A A R i B BR Bl
TR E A AL RS E R

AR SOH e VE B A Vo i R — S R A
RN I 1 s R XL IR T A
S B R (D~ G RG.

R 1 rb 000 308 T T W B R E ) 7 A S
WIETEEZME S EARR ERIE N & kK ERE
VE AR AN TEL 3 It 75 64 000388 S A i el R Y 4% S

Wik s AL




24 [ . ]

H.
s
4

7 4Rk 9550 3%

31 ARERFFEZHAKE

a JE X E, E, H.
v, [0.0,0.1]  0.00 0.016 67 0.02
v, [0.1,0.2]  0.15 0.016 67 0.02
v, [0.2,0.4]  0.30 0.033 33 0. 02
v, [0.4,0.6]  0.50 0.033 33 0.02
Vs [0.6,0.8]  0.70 0.033 33 0.02
Vs [0.8,0.9]  0.85 0.016 67 0.02
v, [0.9,1.0]  1.00 0.016 67 0.02
R FE
A% &£ B®I% il = e k&

0.0 0.2 0.4 0.6 0.8 1.0
B J3E B X )

3 3 3 e U B B A% S AT A

2.2.2 HEAGEE K R EE S IRARN F Rk
SPX A ok E T3 T A R B A AR AR
PR A E A IE A 2 TELOL LI TR, O 1 S A 144
G B W A B A ) s R R T e S )
AH I Y 45 9% B 1 X ]

i P A AL LA @S — 28 VM
SIS DU AS SC B E 1% P R W AE U A L A S
HLARBCES X 8] A S =50 %0 . 45 H it 5 21 gl 1 w5
[0.9,17530% << Sy << 50% e 5 %) g B =5 [ 0. 8,
0. 97315 %S, <30 Y6 Wt 5 ) Jg W 48 w5 0. 6,0. 815
1026 <<S << 15 76 e 54 2 g i v [0.4,0. 61550 <
S <10 Y0 e 5 B0 g AR 0. 2,0. 415290 <Siu <<
50 W S B g B AR [0, 1, 0. 205 Sr <226 B S =
100 % B 553 2 gl i A0, 0. 1],

A =B RIS S EcE N S
TE=F 6 B ry AL Y IR 55 de B it — 2 L
s DU I T BB K s S 1 HAAR BRI DX ] A
(S12=0.65)~1[0.9,1.0]; (0. 5S< S, <<0.6S) ~
[0.8,0.97]; (0.4S<CS,, << 0.5S) ~[0.6,0.8];
(0.35S<CS,, <<0.4S) ~[0.4,0.6]; (0. 2SS, <<
0.38)~1[0.2,0.47;5 (0. 1SS, <<0.2S) ~[0.1,
0.273(S,<<0.18)~[0.0,0.17,

http: / www. jdxb. cn

http: // zkxb. xjtu. edu. cn

i H R FABILTE v] B S it B]) T N Y35 17 I
O BAE R NS WS s 1 2 AR B SS IX B Ry 2 (S =
2N) ~[0.9,1.0]; (1.5N< S,y <2N) ~[0.8,
0.9]; (IN<CS,;3<<1.5N)~[0.6,0.8];(0. 5N<S,4
<IN)~[0.4,0.6];(0. 3N<CS,;;<<0.5N)~[0. 2,
0.4]3(0. IN<CS,3<<0.3N)~[0.1,0.2];(0. IN<
Sws)~[0.0,0.1],

S ~Sws TEAR S Sy BY BRI RL L 15 5 B LW

Vo) (L o R A0 1) B 3 R B IXCTE] . Ses B Sor T AR
(IR 5 S 19 800 I B 26 0L, il e S5F DX R] T) 2 i
S » % BN IR A BRI BN A .
2.2.3 HBIHEMERNEZRAH T A PR
FABCE RS E N [R B AL 00 38 1 e Ry
AR E T TAFERSE S U 0] B f B masin) .
W 7 AR AR 0 B 8 ) = R AR A 2
RS H(E, .E, \H. ). W= KA B
WS E, \E, .H. N

E, =X )

E, = /DXL =X &)
j=1

H, = (S§' —E )" (6)

X i=7:X ) ABARFEARIE S IHEA D
%y -3 | — X | AR L

W 2598 b 19 BUI M = S80S G A HR bR T AR
ORI E RS 58S, = (ELE,,
Ho
_ ExlEn1W1 + .+ Ex7En7W7

E 7
b EnlWl + +En7W7 ( )
E,.=E.W,+ - +E;W; (8
H.=H.W,+--+H.,W; (9

2.2.4 AR AR LI H kA R O B E A
X B A2 U i 2R B n 241 S, — (E L E. HO)
H5&EERV, WP s S8 (E, E., Ho) #47H 1
MRS, A SCrb A T B4 A RLPE S W T O A Y
W oI 9 s o 5 gl P T T 2 R LB i K i D)
R FH P B R VA 45 SR
AR EM P ERLGSG =SS, =
(E E,  HORZ 1 ity il e 38 Yo gl i B2 & 1) &
LRV, MRS (EEy s He) s URCEE R 3 4510
wSHOT SAEE W W Wy JH Wy +We +
Wy =1, %uth s &SR8 V.,
HAEBRmEENT .
SH|L D=W, (E.—E)*+W, (E,—E, )"+




%Al

TRRIR S 55 o — R T 2 5 20 % ) 5 Rl ARUAL 00 18 5 ot p 2 Ty i 25

Wi (H.—H. )"
iJJ}E%Z 8,:1/D;§

SB3 0,= 5,/ D) 6 Hrh o g AL 1 Bk [T

B, O A AERLUEE 5
$B4 BEELBIEZLEIALIEN O
HES max(O)XR V. Kz BB 552,

3 L5

Ry 56 F 5 T 2 A5 AR 4[] G Rl 04010 388 3 o
T R B T AT AR S T 3 MR =
F1U Uz Uy s 802 43 31 R A g .
FFES 2 95 52 00 B 8 07 0 2 R P 2 A0 3 3 3
B SR E R RIS AR A Tk 2
JIE 7 B0 AR T AR 4 S PR B0 L ER R R BT
B FUR AR SR AR R B A T 5 AR .

k2 =RPpEETHRAANKKER

PR L TR T I 3 R B
S 0.215 76,0.134 64,0. 216 59,0. 225 84,0. 185 60
S 0.103 88,0.291 02,0.047 39,0. 198 44,0. 178 40
Sws 0.252 17,0. 352 34,0. 261 93,0.118 86,0. 188 91
U, Sw 0.292 52,0.193 70,0. 147 31,0. 214 32,0.133 78
Sws 0.159 60,0.078 21,0.114 96,0. 068 75,0.017 96
Sws 0.208 66,0.016 51,0.053 13,0.198 07,0. 180 86
S 0.199 98,0.111 21,0.088 71,0.272 14,0.321 23
S 0.452 17,0. 557 24,0.543 51,0. 550 82,0.455 12
S 0.555 46,0.601 46,0.511 93,0.615 11,0.536 31
Sws 0.297 13,0.440 73,0. 160 73,0.332 79,0. 359 04
U, Sw 0.554 21,0.466 18,0.349 18,0. 486 86,0. 500 35
Sws 0.518 15,0. 459 78,0. 638 51,0.478 80,0.414 66
Sws 0.333 02,0.431 23,0.528 30,0.416 39,0.302 61
Sz 0.361 71,0. 246 90,0.454 72,0.489 14,0. 361 17
S 0.742 61,0.784 10,0. 739 75,0. 813 46,0. 812 51
S 0.764 28,0.759 13,0. 837 91,0.789 19,0. 833 05
Sws 0.835 04,0.720 47,0. 777 63,0. 889 26,0. 808 62
U; S 0.78267,0.867 32,0.984 59,0. 782 64,0.870 63
Sws 0.822 37,0.652 40,0. 793 41,0. 821 01,0. 720 04
Sws 0.760 79,0.900 86,0.872 87,0. 736 99,0. 859 62
Swr 0.827 03,0.883 62,0.873 99,0. 798 88,0. 779 83

B LT3 AN FH P A 2% A8 B BT 84 0 25552 6 03X
B 8 5 0 0] 2 SRR A B 45 6 b B U P S RO
fiE WL 3~ 5. SR Jm R 45 48 AR AL O 3O 152 5
Hh A B R A R T SRR 17 Dl i X (7) ~ 50 (9)

http: / www. jdxb. cn

http: // zkxb. xjtu. edu. cn

KB E R =~ B80S, = (EE, . Ho Ryl 8
Y R s B W 4 R
3 U, 8 B35 A47 B L = 2 F 45 4
(2 H. A 5 LB 0)

Ei=E 7 E, E, H.

S 0.195 69 0.035 660 0.011 08
Sz 0.163 83 0.088 425 0.029 43
Sus 0.234 84 0.081 172 0.031 80
S 0.196 33 0.057 245 0.026 41
Sus 0.087 90 0.049 515 0.018 83
Sus 0.131 45 0.096 882 0. 000 00
Sur 0.198 65 0.098 956 0.015 75

W (D)~ ORI U S 8h
(0.158 06,0.079 65,0.014 21),
F A U, 8 83547 B L = 2 F 45 4
(2 H. A 5 LB 0)

Ei=E 7 E, E, H.

S 0.511 77 0.058 281 0. 000 00
Sz 0.564 05 0.044 348 0.000 00
Sus 0.318 08 0.089 390 0.050 43
Sui 0.471 36 0.063 845 0. 040 60
Sus 0.501 98 0.076 552 0.036 76
Sus 0.402 31 0.084 719 0.027 11
Sur 0.382 73 0.089 438 0.031 09

W (D)~ ORI U, (=S5
(0.423 54,0.081 26,0.032 06),
R 5 U, 89 & 3547 B IE = 2 F 45 4
(xf H, 2 fi oL 0)

EiEg 7 E, E, H.

S 0.778 49 0. 037 405 0. 000 00
Sz 0.796 71 0.038 871 0.000 00
Sus 0.806 20 0.057 306 0.026 30
S 0.857 57 0.075 114 0.035 55
Sus 0.761 85 0.075 826 0.000 00
Sus 0.826 23 0.077 541 0.000 00
Sz 0.832 67 0. 046 257 0. 000 00

WK (D ~KDORBW U, T E=SEH
(0. 807 03,0. 065 31,0.003 98),

3K Uy U, Us W05 5o s 2808 o =
P S 5 e 1 op 3 3 g B A 1 4% AR T
o SHGEAT DS L B We W Wy 3 /N1
HESHCH A AE 5 5 R (0.7,0.2,0.1), £ 6K




26 [T AN S 550 %
FHP RS R 1 P& SRR DR, e d
6 BAPHATEEFEITFEFHAANEER (1] THE, EMR, =ME, % IFERIRS 1] 5N
L % 4, 2015, 38(1): 133-149.
PEiE DING Yan, WANG Huaimin, SHI Peichang, et al.
v v v Trusted cloud service [J]. Chinese Journal of Comput-
Vi 12.54 6.93 2. 04 ers. 2015, 38(1); 133-149.
v 08. 42 10.68 3.61 [2] BATES A, MOOD B, PLETCHER J, et al. On de-
Vs 14.06 23.33 4.68 tecting co-resident cloud instances using network flow
Vi, 5.91 36.47 7.72 water-marking techniques [J]. International Journal of
Vs 3. 74 10. 61 21. 88 Information Security, 2014, 13(2); 171-189.
v, 9. 93 6. 88 16. 96 (3] GENKIN D, PIPMAN I. TROMER E. Get your
v, 2. 40 5.10 12. 19 hands off my laptop: physical side-channel key-
extraction attacks on PCs [J]. Lecture Notes in Com-
puter Science, 2014, 8731 242-260.

[4] WU Z, XU Z, WANG H. Whispers in the hyper-
space: high-bandwidth and reliable covert channel at-
tacks inside the cloud [J]. IEEE/ACM Transactions
on Networking, 2015, 23(2). 603-614.

[5] LING Z, LUO J, ZHANG Y, et al. A novel network
delay based side channel attack: modeling and defense
[C] // Proceedings of the 2012 IEEE Conference on
Computer Communications. Piscataway, NJ, USA:

04 0.6 IEEE, 2012: 2390-2398.
R B X 1]
B4 AT 3 A 2 e [6] RAJ H, NATHUJI R, SINGH A, et al. Resource
management for isolation enhanced cloud services [ C]
B33 6 T4, P U, BB oML S 58. 42%, // Proceedings of the 2009 ACM Workshop on Cloud
SEAE V, VEEE TR P U, 15 e AR oL Computing Security. New York, USA: ACM, 2009.
% 36. 47% HEAE V, FEHE LB E P UL e N
%O B 4t BT UL Bt 15 3 A H 6 QIAO Ran, HU Jun, RONG Xing, et al. Research
JBE Sk 4 PRI AUV 7 1 S WM 85 2 P BRESIT » 3 A2 and implementation of security mechanism among
TR B9 3 A FH P B J i Jas 2 s AT 363 T A SC A i guest virtual machine in cloud computing [J]. Com-
() 35 T 2 A5 TR g [] 9 Rl FOL LA 308 0 I < W 55 0 puter Engineering, 2014(12) . 26-32.
BT RA R AT [8] DAIW. JIN H. ZOU D. ctal. TEE: a virtual DRTM
A égf i%'l: basTed execution envirorfment ff)r sec‘ure cloud-end com-
puting [ J]. Future Generation Computer Systems,
S AR 1 3 A 2010, 49(9)+ 663-665.
S éﬁ%%ﬁﬂﬁ%@ﬁ@%%fﬁii%ﬁn% SR [9] SERDAR C, CARLA E B, CLAY S. IP covert chan-
Tl T 2 A G [ B R RN S o nel detection [J]. ACM Trans on Information and Sys-
k71 SR T 1 7 o 0 1 3 e 4 tem Security: 2009. {200 120
. . B R [10] YU Si, GUI Xiaolin, ZHANG Xuejun, et al. Detec-
BUONE I8 S E7 1 B P AT T AR ARER G P A . 56 ting cache-based side channel attacks in the cloud: an
W %5 1R RS 2 N U A T o 2 9 approach with cascade detection mode [ J]. Journal of
(0 52 0 S I J W 45 R R B . AR SO TR R A Internet Technology, 2014, 15(6) : 903-915.
TR0 FH 0 I A ) — B R & s [A) B X)  BR B [11] LI Deyi, LIU Changyu, LIU Luying, et al. Study on

(7] G 5 FULAIL 1A 1% 00 308 3 A o A 3000 00175 40 B S e R
MBEAHZESHME.

http: / www. jdxb. cn

http: // zkxb. xjtu. edu. cn

the universality of the normal cloud model [J]. Engi-

neering Sciences, 2005(2) . 18-24.




55 4 3] TR DE A8 . — SR 2 M0 5 ) S g S0U00L 003 38 g ol B 5ty v 27
[12] Emelg, #t&. T oMM Ss RERHSE [J]. 15 plied Computing. New York, USA. ACM, 2014,

[13]

[14]

[15]

[16]

PLT A58, 2010, 46(20) : 202-206.

WANG Xiaofeng, HONG Lei. Study on concept space
model based on the cloud theory [J]. Computer Engi-
neering and Applications, 2010, 46(20): 202-206.
KOCHER P, JAFFE J, JUN B. Differential power
Analysis [J].
1999, 1666. 388-397.

KIM H, BRUCE N, LEE H J, et al. Side channel at-

Lecture Notes in Computer Science,

tacks on cryptographic module; EM and PA attacks
accuracy analysis [J]. Lecture Notes in Electrical En-
gineering, 2015, 339: 509-516.

RISTENPART T, TROMER E, SHACHAM H, et
al. Hey, you, get off of my cloud: exploring informa-
tion leakage in third-party compute clouds [ C] // Pro-
ceedings of the 16th ACM Conference on Computer
and Communications Security. New York, USA.:
ACM, 2009: 199-212.

ALABDULHAFEZ A, EZHILCHELVAN P. Experi-
menting on virtual machines co-residency in the cloud:

a comparative study of available test beds [ C] // Pro-
ceedings of the 29th Annual ACM Symposium on Ap-

[17]

[18]

[19]

363-365.

He/bk . AR, B, AE. —FhTE ) = 3 R B
338 T B ARG R AU PL T U7 ik A El. CN2011
10376037.0 [P]. 2012-07-11.

Mo, %, AT, . R T B E M
WG TEEHNA [J]. R TR258 FH A,
2008, 30(4) . 772-776.

DU Xiangyu, YIN Quanjun, HUANG Keli, et al.
Transformation between qualitative variables and quan-
tity based on cloud models and its application [J]. Sys-
tems Engineering and Electronics, 2008, 30(4). 772-
776.

MRE, TUEME, FhFKEE, 5. T 28R T fE ok
ARV R AR [T, SRV TS, 2014, 31(9):
2729-2731.

CHEN Si, WANG Shuyan, SUN Jiaze, et al. Trusted
software reliability measures based on cloud model
[J]. Application Research of Computers, 2014, 31
(9): 2729-2731.

(2 4

RLrir)

(RS 6 70

(2]

(3]

[4]

[5]

(6]

7]

[8]

AN Ning, JIANG Lili, WANG Jianyong, et al. To-
ward detection of aliases without string similarity [J].
Information Sciences, 2014, 261(10) . 89-100.
ANWAR T, ABULAISH M. Namesake alias mining
on the Web and its role towards suspect tracking [J].
Information Sciences, 2014, 276(20): 123-145.

LIU Zhaoli, QIN Tao, GUAN Xiaohong, et al. Alias
detection across multi-online applications based on
user’s behavior characteristics [ C] // Proceedings of
the 2015 IEEE Trustcom. Piscataway, NJ, USA:
IEEE Computer Society, 2015: 1154-1159.

KUMAR S, ZAFARANI R, LIU Huan. Understand-
ing user migration patterns in social media [ C] // Pro-
ceedings of the 25th AAAI Conference on Artificial In-
telligence. New York, USA. ACM, 2011: 1-6.
BEKKERMAN R, MCCALLUM A. Disambiguating
Web appearances of people in a social network [C] //
Proceedings of the International Conference on World
Wide Web. New York, USA: ACM, 2005. 463-470.
HIRSCHBERG D S. Algorithms for the longest com-
mon subsequence problem [J]. Journal of the ACM,
1977, 24(4) . 664-675.

WANG Chenxu, GUAN Xiaohong., QIN Tao. Who

http: / www. jdxb. cn

(9]

[10]

[11]

[12]

http: // zkxb. xjtu. edu. cn

are active? an in-depth measurement on user activity
characteristics in Sina Microblog [ C] // Proceedings of
the 2012 IEEE Global Communications Conference.
Piscataway, NJ, USA: IEEE Communication Society,
2012 2083-2088.

LEVENSHTEIN V 1. Binary codes capable of correc-
ting deletions, insertions and reversals [ ]J]. Soviet
Physics Doklady, 1965, 163(4) . 845-848.

AHO A V, HIRSCHBERG D S, ULLMAN ] D.
Bounds on the complexity of the longest common sub-
sequence problem [J]. Journal of the ACM, 1976, 23
(1): 104-109.

QIN Tao, ZHAO Dan, ZHU Min, et al. Mapping dif-
ferent online behaviors to physical user for comprehen-
sive knowledge-pushing services [ C]J // Proceedings of
the IEEE International Conference on Communica-
tions. Piscataway, NJ, USA. IEEE Communication
Society, 2014 671-675.

WISE M ]. String similarity via greedy string tiling
and running KarpRabin matching: 463 [R]. Sydney,
Australia: University of Sydney. Department of Com-
puter Science, 1993.

(g Keio)




